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Motivation – Public Order Flow
Order Flow

• Traditional Finance: Stream of orders on protocols that facilitate crypto trading, matching buy & sell orders

• Blockchain context: All transactions entering into the blockchain network

Ethereum is a public & permissionless blockchain: open to public, join, participate in consensus, monitor, and validate without permission
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Motivation – Is There a Problem?
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• The availability of public information in public permissionless blockchains can have negative externalities!

• Network usage, meaningless transactions congesting mempool, fees & inclusion time for other participants [1]

• Other examples include DeFi (Decentralized Finance), voting …

• In this thesis we will concentrate on DeFi use cases
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• Being forced to trust 3rd parties – movement towards centralization

• Loss of transparency and traceability
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• From the merge until July 2023, private transactions made up 9.6% of the transactions on Ethereum. [1]

• Reasons for the increase - why did user behavior change?

• What problems occur while transacting publicly? 

[3]
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RQ 1
• What are the risks of submitting transactions to the public mempool of the Ethereum 

blockchain?
• What solutions are available to mitigate these risks? 
• Can a taxonomy be built to classify these solutions?

RQ 2
• How did the public mempool usage change over time and what were the factors affecting 

this change? 
• How prominent was Flashbots’ private endpoint in the pre-merge era?
• What is the source of the private order flow in post-merge Ethereum? 

RQ 3
• What is the impact of increased usage of private endpoints to the users that transact 

publicly?
• How do the paid fees change?
• How does the inclusion time change?
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Research Questions
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• Up-to-date literature review

• Descriptive & quantitative data analysis

• Interpretation of macro events with empirical data – what is behind event X? (e.g the Merge)

• Correlation with change of public/private transaction volume

• Impact assessment on users who transact publicly



Time Plan
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